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Abstract: Social networks provide users with a way to stay in touch with friends. Increasing the
popularity of social networks allows all of them to collect a large amount of personal information
about their users. Unfortunately, the wealth of this information and the convenience of accessing
user information can be of concern to malicious groups. That's why these networks are being
invaded by spammers, and there is a lot of work to diagnose and fix them. Regarding this issue,
spammers are looking for new ways to locate these networks every day, so they are constantly
taking action to identify spammers and malicious emails. The purpose of this article is to study
previous work in the field of spam detection in social networks along with the brief introduction
about social media as well as their related techniques used for the detection of spam.
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I. Introduction

We  have  in  the  world  of  social  media
networks,  e.g.,  Whatsapp  Twitter,  YouTube
and Many others. Internet users now use social
media than search engine [1]. Business entities
or public figures uses social network pages to
improve  direct  communication  with  online
users. Consider Facebook Page as an example,
there are 500 million users, there are about 14
million  (the  number  is  continue  growing)
pages  from  various  categories,  such  as
company,  product/service,  musician/band,
local business, politician, actor/director, artist,
athlete,  author,  book,  health/beauty,  movie,
cars,  clothing,  community,  food/beverages,
games,  toys,  government  organization,
interest, sports, [2] TV channel, TV show, and
website.  Social media web-pages allow users
to communicate and share data among friends.
Information  can  distributed  very  fast  and
easily with the use of social media networks.
Due to this,  such websites expose to various
types of not necessary and malicious spammer
or  hacker  actions  [3].  There  is  a  necessary
need  in  the  society  and  industry  for  the
purpose of  security solution in social  media.
Social  media  websites  must  to  be  clean  for

long term success. A company/brand page on
social  media  also  needs  to  be  clean  to
minimize the risk factor [4]. 

Usually user shares  a particular  part  of  their
personal  information  with  their  friends.  This
part of information may be private or public
[5].  If  the  particular  information  is  private,
than  the  accessing  to  it  is  regulated  by  a
reliable  network.  In  this  condition,  the  user
only  allows  friends  to  see  the  particular
information [6]. Unfortunately, web-pages on
the social network don’t provide any type of
mechanisms  for  the  strong  identity
confirmation,  therefore  the  user  pervades
hidden in their account of another person. In
addition,  usually  the  users  get  the
popularity[7]  accept  any  friend  requests  and
share  their  personal  information  for  the
unknown  people.  Most  users  of  the  social
network sites, click easily on sending links by
friends  who,  even  if  they  do  not  know that
person  in  their  own  real  life.  This  behavior
may  causes  to  abused  by  spammers  who
advertise a website [8].
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Figure1: Social Network

1.1 Spam in Social media

Social  spam  is  a  redundant  content  that
appears on SNSs and any website that contains
user-generated  content  such  as  comments,
chats,  etc.  It  behaves  in  variety  of  ways,
including  bulk  messaging,  profanity,  insults,
hate  speech,  malicious  links,  fraudulent
reviews,  fake  friends  and  personally
identifiable information. Fake accounts are the

basic fundamental to social spam [9]. In order
to gain credibility, these fake accounts try to
become  friends  or  follow  verified  accounts,
such  as  celebrities  and  public  figures,
believing that these accounts can make friends
or  follow them.  When a  real  account  makes
friends or tracks fake accounts, it legalizes the
account  and  enables  it  to  perform  spam
campaigns [10]. 

II. Related Work

Different approaches have been done in the area of
spam  detection  on  the  social  networks.  Each  of
these studies added one or more features for spam
detection. Earlier, some have worked related about
the spam user  accounts  detection and some were
related about spam wall post detection in the social
networks.  We  will  study  each  of  these  cases
individually in different parts.

In  2010 [11],  Alex Hai Wang has separated   the
features of the Twitter spammers into two different
groups:  content  -based  and  graph  based  features
and detailed about  the information about spammer
detection. 

In  content-based  features  part,  it  was  define  that
there are four features to find  spam user account. 

•  Repetitive  Tweets:  If  a  user  account  sends
repetitive tweets continiously, it will be known as a
spammer. 

•  Links:  If  most  of  the  sent  tweets  from a  user
account  contain  the  link,  they  will  be  known as
spammer. 

 • Trending topics: if a user account sends unrelated
material to trending topics, it  will be known as a
spammer.

 • Replies and Mentions: If number  of the tweets
sent from a user account containing the replies and
mentions, known as a spammer. 

In graph-based model , Twitter can be modeled as a
social  graph  model.  Spammers  follow  a  large
number of  users,  but  those who follow them are
very small with respect to the follow. This ratio is
termed as follow rate or credibility degree.  Surely,
if the number of  flowers are lower than followings,
so credibility may   be low and near to zero and it
will be a spam account with a high possibility

 In 2010,  Gianluca Stringhini et al [12] takes six
features  for  spam detection on Facebook, Twitter
and other

 •  FF  ratio  (R):  If  the  ratio  of  sending  friend
requests number to the number of users that have
accepted the request is intended as a measure for
spam detection.  Because spam isn’t a real person,
so anyone knows it in real life and only a part of
the user account accepts friend requests. Therefore,
there is a huge  difference between the number of
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sent friend requests by a friend and the number of
those requests which is  been accepted.

 •  URL  ratio  (R):  the  second  feature  for  spam
detection is present T  URL in wall posts. For the
user’s  attraction  to  spam  web-pages,
spammers  send  links  to  its  own  wall  posts.
Now the, link ratio is termed as the number of
wall posts containing links of a user account to
the total wall posts of the account, which is a
criterion  for  spam  detection.  Since  most
messages in Facebook contain a link to other
pages  of  Facebook,  for  computation  of  this
feature, we should calculate just a URL that is
related to a site.

 •  Message similarity (S): the third method  is
penetration  of  similarity  between  sending
messages by a user. In terms of two features of
message  size  and  content,  more  spammers,
send very similar messages.

In  2011,  Saeed  Abu  Nimeh  [13] and  his
colleagues, have been examined spammers by
considering the chronological and geographic
properties. 

They reported, spammers check intervals with
the  help  of  ,the  social  networks  for  the
understand  in  what  hours  of  the  day,  more
users use these networks and in those hours of
the day, they send huge amount  of the spam
contents. The researches have showed amount
of  healthy  of  wall  posts  increases  steadily
every  day  between  particular  hours.  Due  to
this  reason  people  often  turn  to  social
networks  after  work.  Huge  amount  of   wall
posts  are  increased  in  the  early evening  and
they are reduced in the early morning.

 The model also indicates irregularities. If the
user account sends a large  amount of tweets in

a short  period of time,  it  will  be termed  as
spammer. Also they detailed  that, spam links
are a little part of total amount  of messages,
but  they  distribute  asymmetries  at  various
countries and this shows that  the spammer’s
activities  widespread  in  term  of  geographic
condition. 

Studies  also  detailed  about  the   domain  of
spam posts mainly is widespread. It seems first
hosts  of  spammers  and  malicious  posts  are
some  western  countries  with  maximum
technology,  but  a  little  number  of  small
countries, such as Lithuania, is very low host
to  with  malicious  and  illegal  posts  or  they
aren’t host for such posts.

 In  2011,  De  Weng  et  al [14],  offered  a
framework for social spam detection that can
be  used  by  every  social  network  for  spam
detection.  This  framework  defines  three
models  of  object  representation in  the  social
networks,  namely  profile  model,  message
model  and  web  page  model.  Profile  model
which is defined here has 74 features obtained
by  the  Google  API.  Selected  features  can
cover  generally  features  are  used  by  user
account  in  all  web  sites  such  as  Facebook,
MySpace, Twitter and Flicker. 

Dwyer  et  al. [15]  proposed  Bayesian
classification  approach  to  differentiate
between genuine and suspicious behaviour of
message.  The  performance  in  terms  of
precision,  F-measure  has  been  obtained  and
concluded that Bayesian classifier works well
among  other  existing  algorithms.  For
performing  experiments,  the  data  has  been
taken from Twitter websites. For this, authors
used API approach to obtained individual data
of users. The detection system is shown below.
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Figure 2 Twitter spam detection system

This  system  picked  randomly  upto  20  non-
protected users who updated their status very
frequently  on  Twitter  site.  For  collecting  20
tweets authors used web crawler. To determine
the efficiency of  the  spam detection  system,
authors  compared  different  classification
algorithms such as ANN, SVM and K-nearest
neighbour  with  the  proposed  Bayesian
classification algorithm.

Jin et al. [16] proposed a social media spam
detection system using feature extraction.GAD
(General  activity  detection)  as  a  clustering
algorithm  has  been  used  to  handle  large
amount of data. An active learning method has
been introduced to recognize spam with less
human  effort.  The  developed  heterogeneous
model is shown below.
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Figure 3 Heterogeneous Information Network for Social Media

In  the  above  figure  orange  faces  are
spammers, yellow face with smile is a genuine
user and the green face is an infected user. The
dotted  blue  line  represents  the  relationship
between users. The red line signifies the spam
post and the green line is a genuine social post.
The aim of this paper is to determine the spam
posts  sent  from  spammers.  For  extracting
image  data  techniques  such  as  SIFT  (scale
invariant Fourier transform) has been used. To
find the similarity among the images Simlearn
algorithm has been used.

I. Techniques  used  for  the  detection
of Spam in social media

There are number of techniques that are used
for  the  detection  and  prevention  of  social
networking  from  spam.  A  few  of  them  are
described below.

I.1 Machine Learning

Collect data from social networking sites (such
as users, tweets, etc.). Then divide them into
spammers  and  non-spam  accounts.  Find  out
the function of spam account that can be used
to detect  spammers  on social  networks Sites
and implement them to detect spam accounts.

 benefit
1) The rate of false positives or negatives is

low. 
2)  Easy to implement

 Disadvantages: 

1) Need a lot of data 

2) can evade by singing new technology

I.2 Content based and Profile based

Content-based  features  such  as  their  tweets
and  quantities  URL  duplication  are  used  to
detect  spammers.  Profile-based  features  are
utilized  for  the  identification  of  spammers
with the help of followers.

 benefit

 1)  The  recommended  reputation  feature  has  the
best performance for detecting anomalous behavior

2) A large amount of spam is detected 

 Disadvantages 

1) high False positive rate

 2) Complex Classification matrix

1.3 Creating Hoenypot

In a honeypot-based approach, honeypots are
deployed in Social networking sites and attract
spammers.  Then  classify  and  detect  the
function of spammers. These features are used
to detect new and existing spammers as well
as the Spam account.

 benefit

 1) Honeypot can provide accurate information
that needs a fast and easy format. 2) Reduce
false positives and false negatives.

 3) Simple: Easy to enhance the security of any
organization due to its simplicity

Disadvantages

1) Single data point:  If  there is  no one,
the honeypot is useless.

2)  Risk:  May  pose  a  risk  to  the
environment.

3)  Honeypot  needs  an administrator  to
continuously monitor the system 

IIIConclusion

This survey has presented various approaches
which  could  identify  or  detect  spams in  the
social  network  by  extracting  necessary
information  from  web  pages.  Many
researchers  worked  on  Honey  pot  profiles,
whereas a few people worked on identifying
spam links. Even works have been carried out
on email and SMS spams. But still  this  area
remains in its infant stage and more number of
spam detection algorithms need to be devised
for social media networks.
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