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Abstract- The widespread use of mobile and hand-held devices can expand as Mobile ad hoc networks 

(MANET), which does not require any fixed infrastructure as that of cable networks. The main issue 

that is determined in MANET is related to the selection or designing of routing protocols. In this paper, 

a brief description about existing routing protocols along with their advantages and disadvantages is 

provided. Also, the issue of security along with its mitigating techniques such as Support Vector 

machine (SVM) and Artificial Neural Network (ANN) is discussed. 
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1. Introduction 

MANET is a communication network that 

allows different wireless devices which are 

mobile for the successful communication. 

MANET does not require any access device and 

are communicating with each other with 

different nodes or in different environment [1]. 

These networks are self configured and are 

autonomous systems that comprises of routers 

and hosts. These intersections are limited to 

energy consumption, bandwidth and computing 

power [2]. There are no centralized management 

and pre-organization in MANET, so security 

issues are different and therefore different 

security mechanisms are required than 

conventional networks. Wireless connections in 

MANET are more prone to attacks. Hackers are 

easier to attack these networks and gain access 

to the secret information [3]. 

The hackers can directly attack the network, take 

the access of data transmission; add malicious 

messages in the genuine node. MANET needs a 

tremendously flexible technology for successful 

communication in times of disaster, in situations 

where warships, military applications and other 

emergency searches and firefighting situations 

require a full-decent network without fixed base 

stations [4]. Routing in ad-hoc networks is 

experiencing additional problems and 

difficulties compared to route creation in 

traditional routing networks. In this paper, we 

discuss the various routing protocols and 

problems of MANET [5]. 

 

Table 1: Characteristics of MANET [6] 

Characteristics Description 
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Autonomous Behavior In MANET, the nodes have a capability to act both as 

host as well as router and hence perform switching as 

well as data transmission function 

Multi-hop Transmission The case, when the communicating nodes (source, 

destination) nodes are out of the communication 

range, then the network pass message to its nearby 

node and hence make data transmission successful 

Distribute nature of 

operation 

Due to the absence of centralized node in the 

network, the nodes are free to decide their security as 

well as the routing. 

Dynamically changing 

topology 

As the nodes in MANET are mobile hence the 

topology is also dynamic and vary time to time 

Inferior link capacity Due to wireless nature its stability or reliability is less 

compared to wired networks 

Symmetric environment All the nodes perform same operations such as act 

like host or router and hence have symmetric 

environment 

Light weight Due to the requirement of small processing  

 

Table 2: Application [7] 

Applications Description 

Military Battlefield The digital gadgets are used by Military. 

Through the ad-hoc network, it could use 

conventional network technology to store 

information between military vehicles, soldiers 

and military units. Basically, the idea of ad hoc 

networks came from this area. 

Commercial sector Ad hoc networks find applications in case of 

natural disasters, in emergency rescue 

operations.  Using this network, the message is 

transmitted from one team to the other team. 

Local level Ad hoc networks can automatically shut down 

instant and temporary multimedia networks 

using laptops or computers to share information 

between contributors at a conference. Another 

relevant local-level application can be on home 

networks where devices can communicate 

directly with the exchange data 

Personal Area Network 

(PAN) 

Short-term MANET can facilitate 

communication between different mobile 

devices (cell phones, laptops etc. Traditional 

cable is removed as connections are made 

through radio signal. MANET can be expanded 

to access the Internet or other networks, for 

example, mechanisms. Wireless LAN. 
 

2. Routing protocols Routing protocols define a number of rules that 

direct the message packets from one source to 

desired location within the network [8]. MANET 
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has different routing protocols; each one is used 

as per the network conditions. Figure 1 shows 

the main classification of routing protocols in 

MANET. 

 

 

 

 

 

 

 

 Figure 1: Types of Routing in MANET 

i. Proactive Routing Protocols 

Proactive routing protocol is also known as table 

driven routing protocols. Every node is 

responsible to storing the routing information 

instead it is not required. Routing tables are 

periodically updated when network topology 

changes. Proactive protocols are not suitable for 

large networks because each node's routing table 

must maintain node entries for each node [9]. 

ii. The Reactive Routing Protocols 

It is also known as the reactive routing protocol. 

In this type of protocol, the route is detected 

when needed. Node launches route discovery 

when required. A route is obtained by the source 

node by the start of the route discovery process. 

This routing protocol has two main components: 

• Route Discovery  

This stage launches the route discovery based on 

the source node requirement. When the route 

does not exist, the route junction initiates the 

route discovery and advises the route for the 

source node to the destination node. The source 

node package includes destination addresses, as 

well as the addresses for intermediate nodes 

[10]. 

• Route Maintenance 

As the nodes are mobile, therefore there is a 

possibility of link breakage. To make data 

transmission successes it is necessary to 

maintain the route. Reactive protocols have the 

adoption mechanism as it is possible to maintain 

the route. 

iii. Hybrid Routing Protocol 

This type of protocol is trading between 

proactive and reactive protocols. Proactive 

protocols have fewer delays & more overhead, 

compared with less overhead and more delayed 

in reactive protocols. Thus, there is a need for a 

Hybrid protocol to eliminate the deficiencies in 

proactive and reactive routing protocols. This 

protocol is a combination of proactive and 

reactive routing protocols. This jet protocol uses 

the proactive protocol table maintenance 

mechanism to block the mechanism and network 

delays and top issues. The hybrid protocol is 

suitable for large networks where many nodes 

exist. In this regard, the routing within a large 

network zone is carried out with a proactive 

approach and is carried out with a reactive 

approach beyond the zone route [11]. 

 

Table 3: Comparison of protocols 

protocol Advantages Disadvantages 

Proactive Data is available all the time 

Having less latency 

High overhead 

Flood the route information in 

MANET Routing Protocol 

REACTIVE (on-demand) PROACTIVE (table driven) HYBRID 

ZRP 
AODV DSDV 
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the entire network 

Reactive The route is formed when data 

transmission is required 

It is free from loop 

High latency 

Hybrid Mainly utilized for large network 

Up to data information is 

available 

More complex due to large 

network 

 

3. Related work 

Gurung, S. and Chauhan, S. (12, 2018) have 

presented a detection approach to detect gray 

hole attack in MANET. To detect the attacker 

node, authors have proposed Intrusion Detection 

System (IDS) that helps to generate alarm while 

the attacker node has been detected. 

Jeevamaheswari et al. (13, 2018) have modified 

the traditional AODV routing protocol, and 

utilized for the detection of attacker node. The 

experienced results have been confirmed by ns-2 

and compared with the AODV and Association 

based –Data Routing Information (AB-DRI) 

security concept. 

Gupta et al. (14, 2019) presented a trust based 

AODV routing protocol for the prevention of 

network from black hole attack. A black hole 

attack eneter into the network and sent fake 

RREP packets along with sequence number and 

behave like a normal node. In this manner black 

hole node drop the packet instead of forwarding 

to the destination node. 

Sowah, et al. (15, 2019) presented IDS for 

MANET by utilizing ANN as a classification 

technique. The attack detection has been 

performed in NS-2 simulator. The proposed 

system identifies the attacker node and secures 

the network. The performance of the network 

has been analyzed in different data traffic 

condition with mobility of nodes. The average 

detection rate determined by this network is 

about 88.23%. 

Chang et al. (16, 2015) presented dynamic 

source routing (DSR) a a hybrid routing 

mechanism for the detection and prevention of 

network form the collaborative black hole and 

gray hole attack. The proposed detection system 

is known as “cooperative bait detection 

scheme”. The presented scheme works in a 

reverse tracking manner that helps to protecting 

the network. The performance has been 

measured in terms of end to end delay, 

throughput, PDR and routing overhead with 

respect to malicious nodes ratio (gray hole and 

collaborative black hole). The range of 

malicious nodes ration has been varies from 0 to 

0.4. 

Ahir et al. (17, 2014) have offered a new 

technique to avoid the flood attack targeting the 

DoS. This technique can be relevant to the entire 

three phases such as (i) route discovery, (ii) 

route maintenance and (iii) Data transmission. 

The proposed approach is an enhancement over 

AMTT (Avoid Mistaken Transmission Table) 

which not only recognize and distinguishes a 

bad node of the legal node but will also 

reconsider it after providing some penalty. In 

this way, the online resources can be used more 

effectively, and hence the general network 

performance has been improved. 

Basomingera, (18, 2019) have used SVM for the 

detection of intrusion in MANET. The detection 

accuracy upto 96 % has been obtained for the 

detection of Denial of Service attack. 

4. Techniques used 

As the security of MANET is the major issue, 

therefore, a number of researchers have used 

different approaches for the detection/ 

classification of attacks. A few of them are 

discussed below. 

4.1 SVM 

SVM is a directed machine learning algorithm. 

It can be utilized for both classification and 

regression challenges. Though, it is used mostly 
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for classification problems. Here, we plot each 

data item as a point in n-dimensional space 

(where n indicates a number of features). Here 

the value of each feature depicts the value of a 

particular coordinate. Then, the classification is 

performed by finding the hyperplane that 

separates the two classes efficiently. SVM can 

be explained by considering an example 

depicted in figure 2. It consists of two types of 

data that is differentiating by using a kernel 

function. The SVM is trained on the basis of 

optimized properties of normal and grey hole 

affected node. The obtained data is then 

categorized into two types namely training and 

testing, afterwards, this data is provided as an 

input to the system. Therefore, if any attacker 

node finds in the network, it is detected as an 

attacker node and removed from the network 

[19]. 

 

Figure 2: SVM 

4.2 ANN 

It is one of the most commonly used 

classification schemed works on the basis of 

artificial intelligence. It mainly comprises of 

three layers input, output and intermediate layer. 

The flow of data is provided as an input to the 

input layer with some modifications or 

processing has been done in the intermediate 

layer based on the addition and subtraction of 

number of neurons. The message or the 

information is modified as per the desired output 

and delivered to the output layer [20]. The 

general structure of ANN is given below. 

 

Figure 3: ANN structure 
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5 Conclusion 

MANET is a collection of mobile nodes that 

create a temporary network without any 

infrastructure and at moderate communication 

cost. This paper discussed the classification of 

routing protocols and made a comparative 

analysis for wireless ad hoc routing protocols. 

Each protocol has its own props and cons. The 

work performed by various authors in this field 

has also been discussed along with the 

classification used for the detection of threats in 

the network. From the above discussion it is 

concluded that hybrid approach can be used for 

large network with less latency and small 

overhead. Also machine learning scheme can be 

utilized to secure the network from the different 

types of attacks. 
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